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A security electronic voting based ring signature v
Abstract
Electronic voting employs computer and network technologies to realize the voting
function, which is based on cryptography. Voting administrator don’t have to provide a
large number of artificial ballots or carry on the work of counting the ballots and voters
don’t have to go to the regular voting center. Comparing with the traditional voting
mode, electronic voting is more impartial, more secure,more efficient and more flexible,
which can reduce man-made factors greatly. Furthermore, cryptography theory and
application involving in electronic voting can be used for reference to the other aspects
of electronic security fields. Therefore, it is significance to the study of electronic
voting.And how to use the advantage of electronic voting thereby designs a more secure
and more applicable electronic voting is also a hot issue in the security field.
The main results and contents are as follows.
1.Introduced a number of electronic voting Cryptography Theory,and Secure e-
voting should be introduced with a few basic properties.Then a representative of some
electronic voting security program to conduct in-depth analysis.Found that certain
existing security program of the existence of electronic voting security and operational
deficiencies.
2.In this paper, a ring based on the identity of the signature chain to achieve a
secure electronic voting program.The program achieved the status of the anonymity
of voters, democracy, integrity, accuracy, fairness and verifiability .The key lies in the
program to solve the electronic voting program management center or the right group
of managers resulted in excessive leakage of the question of the identity of voters,Voters
can maintain the identity of unconditional anonymity.Second, the use of the signature
chain ring allows the program to simplify the process, greatly improving the efficiency,













A security electronic voting based ring signature vi
of voters.Third, the voters do not have to abstain from a vote Blank ballots, a person
posing as voters can not vote. Furthermore, in view of the election, we might regret
their vote, we can use ring signatures can be linked, and a new round of voting, the
ballot papers with a new alternative to the old, so he will not because of negligence
and hesitation and Cast votes in the wrong.













A secure electronic voting based linkable ring signature 1 I
§1.1 ;"pU℄T 0i$,zCC Internet /%ww℄Æ.9i0%w/
1998TR 210z

 1999T./V 890V 2001Tj%w0i$V. 9300 ti℄0i$w} 890 tz
w} 2250 Kx>zÆf$6℄xJrp ,{fÆ^a>J+l*,W&S)gE Æ.7<Æ;2 MLux?D/I#ÆG -C%;(<Æ7rCA{ uxTk,0i$89bWC9Ah%℄r℄`\..ÆW,ICnR`gÆzMWVw6	Æ`g5V






















§1.2.1 "pU&Beyb5qÆÆb7<ZJ7>Æ;1f%([Wyb3Æwn1/ 1884T.B6 Tomas Edison f.BraybqXp?/ Massachusets FÆ/$p℄[Wyb6beIyÆ;)ybÆt}rM 6Qkw0i$Æk9Æ;fKo;
0i$[WybÆid8{k+ be 4$Æyb7 pkKk9rKyb3r℄9z{Æyb7 C Chaum[1]  1981 T{kÆqO
g'>.}YE
V{pCCT RbÆÆ(DIO&CÆ-HbÆÆ(D3a|KrK4a?8.BWpy`gÆ8















A secure electronic voting based linkable ring signature 3
1985 T Cohen   Fisher[9] {k#v7>/SÆyb7 Mw
Benaloh, Yung[10], Iversen[11], Sako   Kilian[17] pBC{k#v7>/SÆyb7 K7 ^gÆ Y Cohen   Fisher Æ7 ZoBÆ L$k -
`AÆ=>o}oÆb:[7[W IversonD:y!7L} GwRm℄$|ihoCxoÆ$kG5b?&=>ujbboÆCK7 :
Zw27>/SZouDÆqN0iIDuDÆbr7?prK#RCSÆyb7 o!RCSCPIua|yC3 g[ZOkES. "ÆS Chaum /RCS/S&8{kIua|yC3℄3/V r℄kV?CusÆ{{5OuskVS. "Chaum #RCS/S{k-yb7 ÆlU̂ r℄b?Æ4$
D℄bS7 -H4$O3t|
K Chaum[15]  Ohta[3] 
RCfSBC_kr℄D	}`gÆb7 ℄7 -Hb?ÆRCX
, 6Rm`bÆ=>X gXAsano[6] {kÆ7 RmgX$|)L$Ær?CIÆkÆ7 [7]j
Rm=>X$|6RmgX$|xÆb7 o5CuM-IDUbo5fC7?z/Æ!r℄8
ÆDuDbÆ7 C Fujioka, Okamoto   Ohta[2]/
1992T{kÆ Foo7 S7 ÆRO
5zfX/S 2pC/SFoo 7 {kL













A secure electronic voting based linkable ring signature 4b*ipCfrn0b$kfuOrKbMÆ`b,2k/Æ̀b3. S7 :
5zfXL}j



























A secure electronic voting based linkable ring signature 5
1. uX (Accuracy)&J`b I0i&*Æ)`b[WbTMY m3 Om<Uk E[Wo:KIO'E\Æb
2. DX (Completeness) lHML/bÆÆboJÆ`b S3E0
3. =>X (Privacy) oÆ`b C->ÆÆ IOG`b bÆ)j xH℄bÆbÆN
4. rX (Democracy) R+\/Æb?[WbviROrw
5. gEX (Fairness) A{ IObQx+/`gyd℄IOO!℄;Qxx,gÆb{^*bCxW`ÆbQx
6. /X (legalization) R`KÆÆMOb
7. ulHX (Verifiability) b? ux<Wz.Æ`bCI3E0Æ ux)bQx[WlH
8. 7>X (Convenience) 3S=7>)b? YboZÆJ9 SIOu+
9. X (Flexibility) )bÆÆV [I;Y^b?Æb="ILIZo/r7;rjQ7b
10. J&X (Efficiency) b?uxzhYz.Æbyd+bbrÆo0i -g/r℄Æ3NxWb?IZoipb?fuxbpÆd
























yb3vr℄}Æyb3IYmqo`4ÆVi->i/ÆusX,vpIobS.dL}&0Æd$\AÆWIyb3Zo)\+S.[W->,V)3r  o->fmybL}R9>.aÆ3ir℄yb7 uypC CÆ>./S 89kw>.a=p*ÆfE.9wN\+a?
IÆ>./S=4{krK7 


















Degree papers are in the “Xiamen University Electronic Theses and Dissertations Database”. Full
texts are available in the following ways: 
1. If your library is a CALIS member libraries, please log on http://etd.calis.edu.cn/ and submit
requests online, or consult the interlibrary loan department in your library. 
2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn for delivery details.
厦
门
大
学
博
硕
士
论
文
摘
要
库
